®

Infoblox «

DATASHEET

Business Benefits

e Reduce the time needed to meet
PCl compliance requirements
through automation and single-
click reporting

e Get started easily with built-
in analysis, rules, templates
and reporting

e Show network changes and
historical configuration settings
to meet a key requirement of PCI

e Maintain continuous compliance
via proactive and automated
configuration monitoring and PCI
policy violation detection

e Eliminate guesswork with
complete discovery, dynamic
inventory and a view of all
network devices, network
constructs, their dependencies
and topology

Trinzic PCl Insight

Achieving Network PCI Compliance with Ease

Any organization that accepts credit cards, via online or in storefronts must abide by
PCI-DSS (PCI) regulatory compliance. Without automation and a full understanding of
PCl requirements, the mandate can be a nightmare for networking teams to fulfill. To
prove you are meeting PCl requirements, you must answer demands such as, “Show me
who made changes to the network last Tuesday,” or “How do you know the approved
change was implemented?”

Even though PCl standards are broad, the process of learning, customizing and
implementing the policies into specific rules for an individual organization involves
extensive, time-consuming effort. Failure to abide by PCl compliance can lead to fines
in the hundreds of thousands of dollars, or loss of credit card acceptance privileges.

Trinzic PCl Insight is a fully automated network PCI compliance management solution.
With Trinzic PCl Insight, you don’t need to become a PCl expert because our software
will do the work for you. The solution employs a combination of automation and built-
in PCl expertise that makes PCl compliance simple and easy—and takes the auditors
off your back. The system helps you maintain consistent PCl compliance 24x7x365,
and provides network discovery, change detection and security requirements tracking.
Importantly, Trinzic PCl Insight delivers one-click compliance reporting, so you can see
at any time what network elements are passing or failing PCl compliance, and why.

Reduce Time and Effort for PCl Reporting Requirements

Since the PCI mandate has extensive network-focused requirements, IT teams must
prove compliance for internal and external auditors. Instead of your team having to go
manually from device to device, rule by rule, Trinzic PCl Insight automates the monitor-
ing and reporting requirements for network infrastructure for you.

Without automation, reporting requirements
can take many people several weeks or months
to compile, but with Trinzic PCl Insight’s
embedded PCl-focused reports, documented
compliance success can be proved anytime
with a single-click report. The solution’s contin-
uous monitoring ensures your organization will
avoid risk throughout the year—not just during

the periodic audit.

Embedded rules and policies reduce requirements for in-house research or expertise,
including PCI-DSS and templates for customized requirements that can be
deployed to any set of defined devices
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Key Features

e Embedded rules and policies for
PCI-DSS standards

e Expert support for customizing
templates into individually
defined PCl rules and policies

e Automatic network discovery
for multi-vendor network
devices with multi-perspective
topology views

e Continuous monitoring of
configuration standards with
auto-generated issues for
PCl violations

e Detailed device-level or policy-
level drill down views show
all impacted elements or
specific violations

e Device grouping shows which
devices must follow the mandate
and which ones are exempt

e Change monitoring and tracking
shows who changed what,
where, when and the impact of
the change on PCl compliance

e Collects and automatically
archives current and historical
network device configuration
files with easy side-by-side
comparison for audits

e Dashboard views provide
executive-level overview of
current state and security issues

e Delivers pre-built single-
click PCI compliance reports
(standard and customized)
for audit, analysis and
troubleshooting requirements

Trinzic PCl Insight

Fast Startup with Embedded Expertise

Too often, IT organizations do the bare minimum to receive a passing grade at the PCI
compliance audit because, overwhelmed with day-to-day activities, they don’t have the
time or people to achieve the full security and standardization value of the mandates.

Instead of just collecting basic log files, Trinzic PCl Insight focuses on providing a higher
level of PCI compliance visibility. A team of network experts scoured the complete PCI
requirement and embedded the network-specific rules and policies within the console,
so organizations can simply choose specific aspects instead of building them from
scratch. The Infoblox expertise assists with building unique and customized rules and
policies for each individual customer environment.

Since most IT personnel are not PCl experts, Trinzic PCl Insight provides the intelligence
and automation to meet the stringent requirements, and frees up the networking team
to focus on other core requirements. An Infoblox expert will work with you for several
days to customize specific rules and policies based on your individual network device
requirements for PCl—even for complex multi-vendor networks.

Prove Security Requirements with Change Tracking

For the PCl mandate, knowing there was a device change is not enough to satisfy audi-
tors. You must show documentation that proves control processes have been followed.
Trinzic PCl Insight automatically detects device changes, shows who made the changes
and when, maintains a history of configurations and allows for fast searching on indi-
vidual configuration aspects.

The actual changes detected by Trinzic PCI Insight can be compared and audited
against the change management process to ensure each planned change was approved
and to identify why unplanned changes occurred on the network. Within seconds, the
system can drill down on individual devices or changes to see exactly what was modi-
fied and by whom.

Security and Documentation for Enhanced Tracking

The goal of any network |
Comp“ance mandate Policy Compliance Detail: . [T | N
is to improve security e
and reduce the risk

of unwanted events

by providing robust
best practices and
standards. IT groups
want to take advantage
of the benefits, but
achieving the proof
points and delivering
the documentation can
be overwhelming tasks.
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Pre-built reports can prove PCl compliance quickly and easily—
either on demand with a single click or via scheduled results
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The comprehensive tracking, auditing and reporting capabilities of Trinzic PCl Insight
lessen the time and manual effort needed to prove compliance success. The system
automatically documents key criteria on an on-going basis, including tracking every
change to any device, maintaining histories of configurations with side-by-side
comparisons and recording definitions of custom rules and policies built on unique,
individual aspects.

Proactive Monitoring for PCI-Specific Requirements

Assuming that a simple report or merely collecting log files will meet the needs of a PCI

compliance audit is a common mistake. The truth is, many proof points must be demon-

strated and documented to pass an audit, including tracking changes, showing access

control, saving configurations and doing proactive monitoring. Attempting to meet

these stringent demands through manual methods is a fruitless, never-ending struggle,

and many IT teams procrastinate until an audit forces them to stop or limit operations

__ while the staff puts into place

—— ek s — , and completes the mandated
ppE———s tasks satisfactorily.

Select Device Groups

® Al Network Devices (1)

Issues | Changes | Policy Compliance | Performance

B Unfortunately, this disruption is
T D doomed to a repeat performance
DE=ore the very next time an audit

occurs. Moreover, the compli-
e R e 1 ance achieved is only good for
Severity: Error Stability: 00 . . .
Listseen: 20110522205 | thatsingle instant in network

time. The next change could put
the network out of compliance an
hour after the audit is success-
fully passed.

Display + Views v Fiters B [ Search.

@ eror 20110
@ erer 20110
@ Eror 20110
@ eror 20110
@ emor
@ cmor
@ cmor
@ tor

qul
20)

[ pemo-RTR-03 Switch-Router (33%)

While an audit may occur just

® tr once a year, Trinzic PCl Insight
. T oy s focuses on compliance moni-
PRV S f ‘ . toring continuously 24x7x365
e Tye e e e e I4 4 [page[t Jore] » bl across the network infrastructure

PoIcyPCI 2 OFrror 20110522 23:52:37 0" na_type iscu

to reduce security risks and iden-
tify inconsistencies. Once the
specific PCl requirements and
generate alerts for violations impacted devices are defined,
with the ability to drill down the system automatically

into individual devices compares settings against the
defined parameters.

Proactively monitor selected rules
and policies and automatically

If any change to the configuration setting causes a discrepancy compared to the rule,
the system automatically generates an issue to highlight the violation. The detailed
violation notification identifies the impacted devices and reports the exact details of
which change caused a violation to a single or multiple PCl-focused rules. Automatic
reports provide the current and historical status of compliance.
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Automatic Network Discovery and Reporting

Trinzic PCl Insight includes auto-discovery and inventory for multi-vendor, network
infrastructure devices. The network discovery and inventory includes detailed Layer
2 physical and Layer 3 logical data, including devices, VLANs, routes, routing tables,
HSRP peers, subnets, OS and models.
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Auto-discover multi-vendor network devices and receive rich
layer 2 physical, layer 3 logical and topology views

Trinzic PCl Insight automatically collects information in real time and continuously
keeps it up to date, making it always available for critical tasks such as inventory and
troubleshooting. Key views include the network connections, their dependencies and
topology views of the entire infrastructure. All of this network discovery information can
be automatically synced with the Trinzic IP Address Management platform.

Device Management, Issue Resolution, Requirement Customization and
Constant Compliance Readiness

In short, Trinzic PCl Insight not only keeps you ever-ready for a compliance audit with
success reports and documentation of proof just a click away, but also gives you the
tools you need to manage network devices, resolve issues as they arise, reduce the
risks of fines and security breaches, and customize requirements specific to your
network, including those for multi-vendor devices from over 30 manufacturers.

Infoblox Product Warranty and Services

The standard hardware warranty is for a period of one year. The system software has a 90-day warranty that will meet published specifications.
Optional service products are also available that extend the hardware and software warranty. These products are recommended to ensure

the appliance is kept updated with the latest software enhancements and to ensure the security and availability of the system. Professional
services and training courses are also available from Infoblox. Information in this document is subject to change without notice. Infoblox Inc.
assumes no responsibility for errors that appear in this document.

Corporate Headquarters: +1.408.625.4200 1.866.463.6256 (toll-free, U.S. and Canada) info@infoblox.com www.infoblox.com
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